114_013 Exam Conf.Ver.Tx

Zero Knowledge Proof (ZKP) of equivalence of 2 ciphertexts ¢3, c3e corresponding to the same
plaintext m obtained by encryption with different Puks

_ A 31000 c How to provide anonymity of transaction amounts
] _m1=2000 Pria=x m_c—a- Prke=z and to verify the balance: m1+m2 = m3+m4 ?
! PuKa=a * PuKe=e nl=gm™ modp n3=g™ mod p
U}j—@L | m4=4000 n2=gm™ mod p n4= g™ mod p
C, Cy
UTxO
If (m1+m2) mod (p -1) = (m3+m4) mod (p-1),
T Then (n1*n2) mod p =(n3*n4) mod p.

nl=mod_exp(g,m1,p)
n2=mod_exp(g,m2,p)

Nienamedp = g™ cd p nsety = g™ """ ped p
4 ng wed p = 13Ny WOﬁ’p
C1-Cp = C3:Cy
ci=Epc (A, iy, n;)=(E1s D) ¢, =£pc(0,i3, n; )= (E5,D;)
¢2=Enc(Q,izsN,) = (E2sDs) Cu=Enc(Qylyynu)=(EY, )

LN =iyt s ('”a%m/i(rwi))
(o = ot 64 (ramd i (p-1))
E = W, -0l modp 5 —> a_iug = mod exf(a, i, p)
D, = %umﬂd p; EA = wodl (n4x A_irnd 4 p)
D = wiod_exp (2, int, p)

Su.Name ml m2 nl n2 inl in2 Enc(a,nl) Enc(a,n2) inl, cnl inn2, cn2
cnl cn2 To: list.number To: list.number

Be.Antanas
Bu.Laurynas
Bu.Karolis
Ce.Martynas
Kv.Justas
Kv.Tomas
Ma.Povilas
St.Tautvydas
Tr.Kristupas

P 26843
5019
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PrKk=x 88637
397
PuK=a 71787
401

Ennd ¥ Enmnz wiool
— -‘X i 4
Do 6%7 CMW4> — EWV74¥<DWWA> M@&{p = na4L ,

S>Dnnd _mil = V}/’MJZZKVWC@ nvg s F> CDIX:: @'{)waﬁdﬁ
>> viod (Dunt_mi % Dppd 4 p) =41
>> Doud - my = wipd_exp (Dwnd_miy, X, p)

2> wnd = oo ( Eyud & Dund = m g 4 F)

innl,cnl inn2,n  From. From. From. From. Ennl1*Enn2 Dec(x,cnnl) Dec(x,cnn2) nn1*nn2
actual actual actual actual
From: From: innl innl cnnl cnn2

list. list.
number number

6 Be.Antanas
7 Bu.Laurynas
8 Bu.Karolis

9 Ce.Martynas
10 Kv.Justas
11 Kv.Tomas
12 Ma.Povilas
13 St.Tautvydas
14 Tr.Kristupas

>> [n2 = ZWZ%”{(VM&M(p—I)) %:?Ciwwl{/ mez)m&ﬂ/(p-.{>:
>> i =(in M inn2- inn2 ) mod (p—1) — (i riny ) wrod (p—15.

Enc (a,ing ,ns) =(E5 Ds)
:D} = @0W3 WVQ/P p; _—:giﬁb{ W%/ P

m3 m4 n3 n4 in3 in4 Enc(a,n3) Enc(a,n4) cn3 cn4d cn3*cn4

cn3 cn4d To-From-list. To-From-list.
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6 Be.Antanas
7 Bu.Laurynas
8 Bu.Karolis

9 Ce.Martynas
10 Kv.Justas
11 Kv.Tomas
12 Ma.Povilas
13 St.Tautvydas
14 Tr.Kristupas
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number



