
Subliminal Channel - Steganography
           using ElGamal Signature

>> z=randi(p-1)
z =  100497451
>> c=mod_exp(g,z,p)
c = 91968695

z =  100497451

c = 91968695

Let M is a message to be signed which can be arbitrary chosen.
To sign M the h-value of M must be computed: h=H(M).

ElGamal Signature:     Sign(PrK,h)=ϭ=(r,s)

>> p =   268 435 019;   % 2^28-1 --> >> int64(2^28-1) % ans = 268 435 455
>> g=2;                           % >> dec2bin(2^28-1)
                                            % ans = 1111 1111 1111 1111 1111 1111 1111
>> p=268435019;
>> g=2;

Subliminal Channel - Pasąmonės Kanalas:   Bob was put in jail.
                                       Paslėptas Kanalas

Paskaita Gegužės 18 d., 17:30. Egz. Repeticija.
KD gynimas Gegužės 25 d., 17:30, 140 a. Sharding, Smart Contracts,  Private ang Public Ethereum, Products value 
chain, Roll-ups, …..                                                   15 slides, 8 min.
Egzaminas Birželio 15 d., 17:30, 103 f.
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1.Signature generation on h
Compute k-1 mod (p-1): k-1 mod (p − 1) exists if gcd(k, p − 1) = 1, k and p-1 are relatively prime •
k-1 can be found using either Extended Euclidean algorithmtor Euler theorem

>> k_m1=mulinv(k,p-1)    % k-1mod (p-1) computation.

Compute r=gk mod p•
Compute s=(h-z*r)*k-1 mod (p-1) --> h=z*r+s*k mod (p-1),•
Signature ϭ=(r,s)
For subliminal channel creation s-1 mod (p-1) must exists, such that s*s-1= 1  mod (p-1).

2.Signature on h verification
A signature (r,s) on message h is verified as follows.
1. 1<r<p-1 and 1<s<p-1.
2. V1=crrs mod p,   V2=gh mod p  and   V1=V2.
The verifier accepts a signature if all conditions are satisfied and rejects it otherwise.

2.Secret message n=k recovery from the equation 
s=(h-z*r)*k-1 mod (p-1)     /*k
s must satisfy the condition that s-1 mod (p-1) exists, such that s*s-1= 1  mod (p-1).

To sign M the h-value of M must be computed: h=H(M).

Number  k<p.1.
gcd(k, p-1)=1. 2.

The secret message to be sent is a number n=k satisfying the following conditions:

Subliminal Channel - Steganography
           Using Schnorr Signature
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https://en.wikipedia.org/wiki/Greatest_common_divisor


Bit Commitment using H-function

Bit Commitment using HMAC
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Bit Commitment using RSA
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