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Zero Knowledge Proof (ZKP) of equivalence of 2 ciphertexts c3, c3e corresponding to the same
plaintext m obtained by encryption with different Puks

_ A& 31000 g How to provide anonymity of transaction amounts
¢1-MiZ2000 Prka=x m—_c—> PrKe=z and to verify the balance: m1+m2 = m3+m4 ?
€1 PuK,=a * Puke=e  N1l=g™ modp n3= g™ mod p
@2 m2(=:3000 | M4=4000 n2= g™ mod p nd= g™ mod p
z UTxO Cu
: If (m1+m2) mod (p -1) = (m3+m4) mod (p-1),
T Then (n1*n2) mod p =(n3*n4) mod p.
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. Enc(e,n3) =
c3e=(E3e,D3e) } c B

E3e= n3*eid 3e
D?Bee: l;';o; r?]o(;ngd P c3e=(E3e,D3e) E: Prk=z; PuK=e.
Enc(e, i3) = ci3e ci3e=(Ei3e,Di3e)
j3e <-- randi(p-1) E: Dec(z, c3e) = n3 & verifies if n3=g™ mod p
Ei3e= i3*ei® mod p } . — Dec(z, ci3e) = i3
Di3e= gi® mod p L3¢
Net:
A c3=(E3,D3) 4. c3e=(E3e,D3e)
E3=n3*ai® mod p E3e= n3*e" mod p
D3= g mod p } Cz =(Es, DS) D3e= g mod p } C3e=(Eze, D36>
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Schnorr Identification: Zero Knowledge Proof - ZKP

Schnorr Id scenario: Alice wants to prove Bank that she knows her Private Key - PrKa = x which
corresponds to her Public Key - PuK,= a = g* mod p not revealing PrKa= x.

. ZKP of knowledge x:

PrKa=x = randi(p-1) ta f/ \\ ta B: PuKa=a=g*mod p N
PuKa=a=g*mod p » .
1.Computes commitment h \ h ﬁ.:Gr(;rr]]e(;ia(tS-sl(;ha”enge h:
tfori: < e h
i=randi(p-1)
t=g'mod p

res res res
> —— =
3.Computes response res: _ Verifies:

res=i+xh mod (p-1) gres=tah mod p

Correctness:
g™ mod p = g*™"mod p = g'g¥"mod p = t(g¥)" mod p = ta" mod p.
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Ver2 : (%—)W: (éé’;)h-qr mod p =

Correciness :
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