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Application in UTxO blockchain to provide confidentiality and verifiability of transferred money amounts.

Public Parameters PP = (p, g); p=268435019; g=2;

m1=2000 A m3=1000 E How to provide anonymity of transaction amounts
Pl ———— 3 Prka=x ———————> prKe=z and to verify the balance: m1+m2 = m3+m4 ?
~ PuKa=a ~ Puke=e nl1l=g™ modp n3=g™ mod p
®-m2=3000 m4=4000 n2= g™ mod p n4= g™ mod p
UTxO
: If ml+m2 = m3+m4,
T Then nl1*n2=n3*n4.
m — M W
ni-0, =g ‘gzw'i mod p =g L WM/D
ElGamal Encryption and ZKP based on Schnorr Identification are used.
Public Parameters PP = (p, g); p=268435019; g=2;
EIPublic and Private keys generation ElGamal Encryption - Decryption
PrKa = x = randi(p-1). c=Enc(PuKk,, m)=(E,D)
PuKr=a=g*mod p. m=Dec(PrKa, c)
B1: Enc(a, nl) =cl
Bob : _( .)
a i1 =randi(p-1)
Hello El= n_1*a'l mod p _
B | Encrypt D1= g™ mod p ¢1=(ELDD
ice's i1\ = i
+ . public key jElnE(?a’r:(:le-l)(; (il)l
6EB6957 SRR _ ——
08E03CE D)] ¢ Eil= Il_*aJl mod p cil=(Eil1,Dil)
Dil= gt mod p
Alice $ X %2 Enc(a, n2) = c2
Hello | /o_-' i2 = randi(p-1)
Decrypt = nNO*qi2
Alice! Alice's E2= n2*a“ mod p B
— i c2=(E2,D2
private key Dg— g% r_nOd P ( )
Enc(a, i2) = ci2
J2 = randi(p-1) ci2=(Ei2,Di1)

Ei2=i2*al2 mod p
Di2= g2 mod p

c1=(E1,D1), cil=(Eil1,Dil)
B1: . Dec(x, c1) = nl & verifies if n1=g™ mod p
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Dec(x, cil) =il
c2=(E2,D2), ci2=(Ei2,Di2)

B2 . Dec(x, c2) = n2 & verifies if n2=g™ mod p
Dec(x, ci2) =i2
. Computes: i12=i1+i2 mod (p-1) n3=g™ mod p
Gemerates: i3 = randi(p-1) n4=g™ mod p

Computes: i4=i12-i3 mod (p-1)
Computes: i34=i3+i4 mod (p-1)
Verifies if: i112=i34=i

To prove Zhe Mﬁ&;fzf &ZZ F1z211 5,77 00 ﬁ MWWWZLS Neenzpe s, r,
Wh% M QJ k)\ = A.

E3=n3*a® mod p
c1=(E1,D1) D3=¢" mod p c3=(E3,D3)

E4=n4*a* mod p _

c2=(E2,D2) D4= g4 mod p c4=(E4,D4)

Nﬁdéé hﬂﬁ av iy a)[ﬂ/’/nm/f/ﬁw pf frg/mﬁpf&bh

Cy, Co of i/ﬂﬁw/' M'//v%ﬂ?XZ‘s & C3,Cy é% D%ML Q‘/hﬁz‘éx‘fs.
j‘f my +"My = Wiy mz+ My = Py (mwg//ﬁ—i)

7 hew Ng e Ny = Vs ——— Nz > Ny = Ny (mpd F>

. Enc(e, n3) = ce3=(E3,D3) c@@ _» & Dec(z, ce3) =n3 & verifies if n1=g™ mod p
E3=n3fe3 mod p

D3=g® mod p
Nodes kwows ¢y , c25 i how to kwow that 3 8-ce; areryyils

the cawme p%inz‘éxf — pumber Nz = 52”43 voel e "0

cs = (£3,D3) <§3 gg)
ces=(Fe3Des)  \EFe3’ Des

n) CLL"?MQH/P més \/°
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ny O3 mad p

Ns 663 I’V)Od /9

>> p=int64(268435019);
>>g=2;

>> x=int64(randi(p-1))

x = 88637397
>>a=mod_exp(g,x,p)
a=71787401

>>m1=2000;
>>m2=3000;
>>m3=1000;
>>m4=4000;

>>
>>nl=mod_exp(g,m1,p)
nl=28125784
>>n2=mod_exp(g,m2,p)
n2 =222979214

>> n3=mod_exp(g,m3,p)
n3 =260099963

>> n4=mod_exp(g,m4,p)
n4 = 246637967

—_—

L3

B1:

>> il=int64(randi(p-1))
i1=35336707
>>a_il=mod_exp(a,il,p)
a_i1=215116696

>> El=mod(nl*a_il,p)
E1=113883800

>> D1=mod_exp(g,il,p)
D1 =175198005

>> j1=int64(randi(p-1))
j1=176083525
>>a_jl=mod_exp(a,jl,p)
a_j1=186263712

>> Ejl=mod(il*a_j1,p)
Ej1 =80302084

>> Djl=mod_exp(g,jl,p)
Dj1 =204302127

B2:

>> i2=int64(randi(p-1))
i2 =56554409
>>a_i2=mod_exp(a,i2,p)
a_i2 =141556987

>> E2=mod(n2*a_i2,p)
E2 =55189582
>>D2=mod_exp(g,i2,p)
D2 =215063534

>> j2=int64(randi(p-1))
j2 = 255282413
>>a_j2=mod_exp(a,j2,p)
a_j2=114387504

>> Ej2=mod(i2*a_j2,p)
Ej2 =157516916

>> Dj2=mod_exp(g,j2,p)
Dj2 =170451614

Till this place
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Fa—(‘,g— MOd /7 — <_9,)L3}/}/)0¢/P
e e

Enc <Q’, V)i) == (E_(( D;L)
:(V)ia QLIMQdP} gbimm ID>

Dec(xy )= £, é:X)mm%j‘QO/P

>> my = addinv (%, p—1)
>> Mm% = mad (p-1=¥, p-1)

>> mx=addinv(x,p-1)
mx = 179797621

>> mod(x+mx,p-1)
ans=0

>> mx=mod(p-1-x,p-1)
mx = 179797621

>> mod(x+mx,p-1)
ans=0



127_011 ZKP-of-2-Enc-Plaintexts-Equiv-1

Zero Knowledge Proof (ZKP) of equivalence of 2 ciphertexts c1, c2 corresponding to the same
plaintext m obtained by encryption with different Puks

#. Enc(e, n3) = ¢c3=(E3,D3)
E3=n3*e3 mod p
D3=g"¥ mod p

Enc(e, i3) = ci3

j3 <-- randi(p-1)

Ei3=i3*e mod p

Di3=g!* mod p

Enc(e, n4) = c4=(E4,DA4)
E4= n4*a* mod p
D4= g mod p

Enc(e, i4) = ci4

j4 <-- randi(p-1)

Eid= i4*el* mod p

Di4= g mod p

>>p=268435019;
>>g=2;

>> x=int64(randi(p-1))
x = 88637397
>>a=mod_exp(g,x,p)
a=71787401

>>m1=1000;
>>m2=3000;
>>m3=3000;

>> m4=4000;

>>
>>nl=mod_exp(g,m1,p)
nl=28125784
>>n2=mod_exp(g,m2,p)
n2 =222979214
>>n3=mod_exp(g,m3,p)
n3 = 260099963

>> nd=mod_exp(g,m4,p)
n4 = 246637967
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c3=(E3,D3) ___
ci3=(Ei3,Di3)

E: Prk=z; PuK=e.

c4=(E4,D4) __|

ci4=(Ei4,Di4)

E.

Dec(x, ¢3) = n3 & verifies if n3=9™ mod p
Dec(x, ci3) = i3

Dec(x, c4) = n4 & verifies if n4=g™ mod p
Dec(x, ci4) = i4



Net:
cl, c2, c3, c4. Verification: c12=cl*c2 & c34=c3*c4 --> cl2==c34

Schnorr Identification: Zero Knowledge Proof - ZKP

Schnorr Id Scenario: Alice wants to prove Bank that she knows her Private Key - PrK, = x which
corresponds to her Public Key - PuK,= a = g* mod p not revealing PrKa= x.

. ZKP of knowledge x:

res res
3.Computes response res;: ———— >

res=i+xh mod p-1 Verifies:

g"es=tah mod p

Correctness:
g mod p = g™"mod p = g'g"mod p = t(g¥)" mod p = ta" mod p.
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PrKa=x = randi(p-1) t // \\ ¢ ®: PuKa=a=g*mod p
PuKr=a=g*mod p _
1.Computes commitment h \\ h E\lzGrZr;ledr?(tS—SZ():ha”enge h:
tfori: < N————

i=randi(p-1)

t=g'mod p

res

Tin

ne



Net
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