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Additively inverse element -x to element x modulo p-1.

D™ mod p computation using Fermat theorem:
If p is prime, then for any integer a holds a?* = 1 mod p.
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Homomorphic encryption: cloud computation with encrypted data
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ElGamal encryption. ElGamal encryption is a public key encryption scheme secure under
the DDH assumption. A random number from Z7, say x, acts as a private key, and y = g* is
the public key corresponding to that. To encrypt an integer b, it is first mapped to one or
more group elements. If b € Z,,, then a simple mapping would be to just raise g to b. Now, a

ciphertext for b is given by (¢*y".¢") where r < Z;,. With knowledge of x. one can divide
¢"y" by (¢")* to recover ¢". However, ¢” needs to be brute-forced to compute b.
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We argue that this is not an issue. First, as we will see, the Zether smart contract does
not need to do this, only the users would do it. Second, users will have a good estimate of
ZTH in their accounts because, typically, the transfer amount is known to the receiver. Thus,
brute-force computation would occur only rarely. Third, one could represent a large range of
values in terms of smaller ranges. For instance, if we want to allow amounts up tg we
could instead have 2 amounts of 32 bits each, and encrypt each one of them separately. In
this paper, for simplicity, we will work with a single range, 1 to MAX, and set MAX to be 232
in the implementation.
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ElGamal encryption.

ElGamal encryption is a public key encryption scheme secure under the DDH assumption.
A random number from Z,, say x, acts as a private key, and a = g* mod p the public key
corresponding to that.

To encrypt an integer m in Z,.4, it is first mapped to one or more elements of Z,*.

If misin Z,*, then a simple mapping would be to just raise g to m.

Now, a ciphertext for m is given by (g™a"), where ris chosen at random from Z,.;.

With knowledge of x, one can divide g™a"by (g")* to recover g™.

However, gb needs to be brute-forced to compute b.

We argue that this is not an issue. First, as we will see, the Zether smart contract does

not need to do this, only the users would do it. Second, users will have a good estimate of
ZTH in their accounts because, typically, the transfer amount is known to the receiver. Thus,
_brute-force computation would occur only rarely. Third, one could represent a large range of
values in terms of smaller ranges. For instance, if we want to allow amounts up to 64 bits, we
could instead have 2 amounts of 32 bits each, and encrypt each one of them separately. In
this paper, for simplicity, we will work with a single range, 1 to MAX, and set MAX to be 232
in the implementation.
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