*100_009_PKI_TimeStamp

Mid Term Exam (MTE) will be held in Thursday, 5-th of November, at 17:30 distantly, on-line.
Please connect to Teams:
https://teams.microsoft.com/meet/356624603496709?p=J4owseOGUXMfnrngWX

During the MTE you must solve 2 problems:

1. Diffie-Hellman Key Agreement Protocol - DH KAP.

2. Man-in-the-Middle Attack (MiMA) for Diffie-Hellman Key Agreement Protocol - DH KAP.
The problems are presented in the site:

https://imimsociety.net/en/14-cryptography

Diffic- Hellman Key Agreement
Protocol - DH KAP

fL-4r-o

Prowel By Man-in-the Midle (MIM) attack for
Diffie-Hellman Key Agreement Protocol (KAP)

Lot b

€2.00 €4.00

Please register to the site and after that you receive 10 Eur virtual money to purchase the problems.
For registration you should input the first 2 letters of your Surname and full Name, e.g. John Smith
Should register as Sm John.

Please purchase the only one problem at a time.

If the solution is successful then you are invited to press the green button [Get reward].
No any other declaration about the solution results from your side is required.

If the solution failed, then you must press the button [Return] in the top on the left side.

More info is presented in my lecture '100_006
You can solve the problems as many times as you wish before the MTE for the better preparation.

Public Key Infrastructure - (PKI). TimeStamp

Public Parameters PP = (p, g): >> p=int64(268435019)
>> p=strongprime(28) p =268435019
p = 268435019 g=2;

g=2; Generates all numbers of Z,* = {1, 2, 3, ..., p-1}
p - strong prime; g - generator.

Alice
Private key PrK and public key PuK generation for Alice and Bob. T
PrK = x <--randi ==>PuK =0 =g*mod p Number
Genﬁ?')a/tion
>> x=int64(randi(p-1)) >> y=int64(randi(p-1)) Program
x = 13426057 y = 13426057 %_* PPN
>>a=mod_exp(g,x,p) >> b=mod_exp(g,y,p) uKA — X

a = 2045067 b =2045067
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- Certificates Revocation List - CRL:

Is a list of digital certificates that have been revoked by the issuing certificate authority (CA) before their scheduled
expiration date and should no longer be trusted.

There are two different states of revocation defined in RFC 5280:

Revoked

A certificate is irreversibly revoked if, for example, it is discovered that the certificate authority (CA) had improperly
issued a certificate, or if a private-key is thought to have been compromised. Certificates may also be revoked for
failure of the identified entity to adhere to policy requirements, such as publication of false documents,
misrepresentation of software behaviour, or violation of any other policy specified by the CA operator or its customer.
The most common reason for revocation is the user no longer being in sole possession of the private key (e.g., the
token containing the private key has been lost or stolen).

Hold

This reversible status can be used to note the temporary invalidity of the certificate (e.g., if the user is unsure if the
private key has been lost). If, in this example, the private key was found and nobody had access to it, the status could
be reinstated, and the certificate is valid again, thus removing the certificate from future CRLs.

A CRL is generated and published periodically, often at a defined interval. A CRL can also be published immediately after a
certificate has been revoked. A CRL is issued by a CRL issuer, which is typically the CA which also issued the corresponding
certificates, but could alternatively be some other trusted authority. All CRLs have a lifetime during which they are valid;
this timeframe is often 24 hours or less. During a CRL's validity period, it may be consulted by a PKl-enabled application to
verify a certificate prior to use.

To prevent spoofing or denial-of-service attacks, CRLs usually carry a digital signature associated with the CA by which
they are published. To validate a specific CRL prior to relying on it, the certificate of its corresponding CA is needed.

The certificates for which a CRL should be maintained are often X.509/public key certificates, as this format is commonly

used by PKI schemes. D N5 — Dowiain /\/WC sezybce .

“100_009_PKI_TimeStamp Page 4


https://en.wikipedia.org/wiki/Digital_certificates
https://en.wikipedia.org/wiki/Certificate_authority
https://en.wikipedia.org/wiki/Spoofing_attack
https://en.wikipedia.org/wiki/Denial-of-service_attack
https://en.wikipedia.org/wiki/Digital_signature
https://en.wikipedia.org/wiki/X.509
https://en.wikipedia.org/wiki/Public_key_certificate
https://en.wikipedia.org/wiki/Certificate_revocation_list

On-line Certificates Status Protocol - OCSP:

Is an Internet protocol used for obtaining the revocation status of an X.509 digital certificate.lll It is described in RFC 6960
and is on the Internet standards track. It was created as an alternative to certificate revocation lists (CRL), specifically
addressing certain problems associated with using CRLs in a public key infrastructure (PKI).[2l Messages communicated via
OCSP are encoded in ASN.1 and are usually communicated over HTTP. The "request/response" nature of these messages
leads to OCSP servers being termed OCSP responders.

Some web browsers use OCSP to validate HTTPS certificates.

Since an OCSP response contains less data than a typical certificate revocation list (CRL), it puts less burden on network
and client resources.!

Since an OCSP response has less data to parse, the client-side libraries that handle it can be less complex than those that
handle CRLs.!

OCSP discloses to the responder that a particular network host used a particular certificate at a particular time. OCSP does
not mandate encryption, so other parties may intercept this information.

Qualified and Non-qualified certificates
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