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During the exam you must solve the following 5 problems.
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And answer to 2 questions from the declared list.

DEF-Homomophism. EIG-Enc

Compatibility relations of modular arithmetic:
(@a+b)mod p =(amod p +b mod p) mod p.

(@ * b) mod p =((a mod p) * (b mod p)) mod p.
a’ mod p = (a mod p)? mod p.

Fermat little theorem: If p is prime, then for any integer a holds a” = a mod p.

1. We may assume that aisintherange0<a<p - 1.

This is a simple consequence of the laws of modular arithmetic; we are simply saying that we may first
reduce a modulo p since

1. It suffices to prove that foraintherange1<a<p

a’=amodp /ﬁyi /”795{{9
olat = 0.a% wodp
D<@ < p, QFL =/ mmf/’ a’=a’!=1modp.

Indeed, if the previous assertion holds for such a, multiplying both sides by a yields the original form of
the theorem.

Computation of exponents mod (p-1):
s med (p —)

€ = xh+r — 2 Wmf/;
2% = ek @ g% =4 ok p 0= p-1
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https://en.wikipedia.org/wiki/Modular_arithmetic

a? mod p = a*™°4-1) mod p.

>> p=genstrongprime(28) // strong prime number generation

p =215393099 // p - is strong prime iff p=2*q+1, when q is also prime: q=(p-1)/2

>>qg=(p-1)/2

q =107696549
// finding a generator g: g - is a generator in Z,* = {1, 2, 3, ..., p-1} *mod p
/]iffgi=/=1&g?>=/=1

>>g=2

g=2

>>mod_exp(g,q,p)

ans = 215393098

>>mod_exp(g,2,p)

ans =4 // g=2 is a generator

< =(<h+ 1) 24 (p-1): & modp =g ™ mod p.

>> x=int64(randi(p-1))

x = 169506978
>>a=mod_exp(g,x,p)
a=99428799

>> con=concat('hello bob',a)
con = hello bob99428799
>> h=hd28(con)

h =252819993

>> r=int64(randi(p-1))
r=96513791

>> s=int64(x*h+r)

s =42854753087924945
>>smodpml=mod(s,p-1)
smodpm1 = 150400265

>>g s=mod_exp(g,s,p)

g 5s=162111969

>>g smodpml=mod_exp(g,smodpm1,p)
g smodpml =162111969

DEF homomorphism

op(ey = & ; ep: R =P 7 o=z -

JC/
xeR —e R

5Kf7(}[i+'%2> :®C)44_ {-)427:_ ZJ(L&&)(: — QX/’)O(¢J‘6X/9(X2)

Adﬂ/z’?ﬁ%@%a — wullip Lrative Lowon o flisre .
Swe [ re 1—dp-L, Then it is Z%Wr/k/z"swn,

DEF (X) = Cér?X Mﬂpﬁf/?/' P —(gfrﬂmg)ﬁﬁ“we
(zr? vga//zzwfpr 7% CZZ’f::{/,z, 5/ ey f):f}
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Xe TLp-a=40,4,22, , p-2Y;+rwd(p-L), ¥ rod(p —1), = red(p)
|Lpodl = p-s RLCLED)

DEF (1) =a € =44,2.2,.-.) P~L D xnd p, Jrecdp
Ll = pot = | &

. . . . xeZy, aeZy”
DEF realizes the following mapping DEF: Zp.1 --> Zp*; DEF is 7"~ 1 mod 11 0 —— 1
defined by Public Parameters: PP = (p, ) 1 1 2
DEFgp(x) = gmod p = a 1.~ [med ]

i ' 7°=5 mod 11 2 3
p=11; 3 3 4
g=7. ?.=2m0dll

7'=3 mod 11 4 5
=10 mod 11 5 6
=4 mod 11 6 7
7' =6 mod 11 7 8
7°=9 mod 11 8 9
7’=8 mod 11 9 10
@‘L*S‘2> 14406/[/) 1)
PEF ($4+k2 ) = 4 neodp = g}‘ g *od p =

(@ * b) mod p =((a mod p) * (b mod p)) mod p.

:((g)&& mﬂ&/j?} - (gxamﬂdpjj //Mﬂo//g = DEF(K{) - D Er[(/\”z)
AdDliti el — vnulbip bicative Loueon 0 leise
Sue [F is 1—tp-L, Then it ls Z%Wr/%/fsw//,
ElGamal Encryption-Decryption

Public Parameters generation PP = (p, g).

Asymmetric Signing - Verification Asymmetric Encryption - Decryption
Sign(PrKa, h) =G =(r, s) c=Enc(Puk,, m)
V=Ver(PuKy, h, G), Ve{True, False} = {1, 0} m=Dec(PrK,, )
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Alice Bob

Bol -—bl ign Alice! —p Encrypt

Alice's Alice's
private key m * public key
. m<p |6EB69570 € } c E
. . } G 08BEO3CE4 5 D
Bob Alice
l PuKar=a PrKa = x
81 [y 1+~ Q= el =
Verify < Decrypt
Bob Alice's Alice! g Alice's
public key private key

ElGamal Cryptosystem

1.Public Parameters generation PP = (p, 0).

Generate strong prime number p: >> p=genstrongprime(28) % strong prime of 28 bit length
Find a generator g in Z,*={1, 2, 3, ..., p-1} using condition.

Strong prime p=2q+1, where q is prime, then g is a generator of Zp* .

>>2/28-1
g+ 1 mod p and g?# 1 mod p.

ans = 2.6844e+08
Declare Public Parameters to the network PP = (p, 9); P=268435019; 0=2; .. inte4(228-1)

p ~ 22048 |p| ~ 2048 bits 2728-1= 268,435,455  ans=268435455
PrK = x <-- randi(Z,*) ==>PuK=a=g*mod p
Asymmetric Encryption-Decryption: ElI-Gamal Encryption-Decryption

p=268435019; 9=2;

Let message m~ needs to be encrypted, then it must be encoded in decimal number m: 1<m < p.
E.g. m=111222. Then m mod p = m.

g;: inﬂ 2.2, —"7[9'{}} XW’W{[O

N Pika = O R igﬂé&—fwwﬁ%i
m 2o 70 m <

R = r.awdz (Q:D_f)

E = m',a‘mpdp C:(E,D) \ﬁ;ga{&’éﬁafeqy/&?
’_'D-:gé M”QIF C:(E,:D) th, /,,e/—ﬁf[(A:)(,
~ VV)Q/( - > X=
(- Vwod (p-0) = 0 ) merd (p ~1)- £ DT Do p 2
—(p=1~ %) modl (p-1) 2 E-D pmadp =m et
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L e ' pp = 127

é - L> wiod (p- J,> = (O stv12 B ?),f =S Z;Siip;ime(pp)

(= x ) mod (/7« 1) = (p-1-X) :Xn:X;mod(-x,pp-l)
0 ol (-9 = Do (1)

>> mod(x+mx,pp-1)
> D wmy = /’Wﬂd,ﬁ?(f <D) p-4-X, p> -x: >>mx=mod(x,p-1)
D* >>D_mx=mod_exp(D,mx,p)

D™ mod p computation using Fermat theorem:
If p is prime, then for any integer @ in Z,* holds a*? = 1 mod p.

DUz wadp AT,
p-1— x —x

[DF-ivﬁx:j-meodp = D = D wedp

’JS'X wod P = pFx wpd P

(gtrrecTness ' .
fnc(PMKA:C?,Z m)zc:(g D):(E;W'QLMMP;D:@LMMP)

7ec(PH<A—X C) =F-D w/zm)/P, y;/)a/(g) WW/P-
-iX

- m(g, > g, : ) - g g, = - 00, mde:M-gaMﬂdP:
= M4 wed P= m wad D=y = 411222

Swce W1 £ P
Q% T
2 5

I% W > }0 —= Wl WOdP + 9 /' 27 Vm&ﬁ)g: + 2. ASCll: Bbts /aér&%th
2o0UX

I%I/Viép—e VV//MW/p:VV)/ 43’;440%51:%?6 < = p5E chet,

(Dewy/f/ﬂw ve corpe ;7Z wmw <7>7

Homomorphic Encryption
Led vy awd W,  hewve 4o be @MC/“OW:?@?/

Epc (PuKA a 44; ”/74) = ¢, =CEe, Ds) = (Ey= %67 Mﬂﬁlp,h’g Wﬂdﬁ)
Epe (Fdy=9, Ly, m, ) = o = (B2, D)= (5,=Ma WW/P)D =97 m’P>

Crr = €47 = (E4;D4)°(521Dz):(24°52 B0, ) = (Ere 7D//2) mod b
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Co=eioCo= (B, D) (B2 D)= (EqEe, D00, )= (Ere 5 D) modp

E/lz =Dy Mz’qmaszWﬁdP = My - [}72 0’(&1+Z/2)Mpd(p;g0{dp —
L2 W%/(/PVM“O

od >

Dz = D+ D = g“vgfz rod 7§ZHZZW1WI’/> =g me@g//?
M = g > 2 ymed [
Z/{Z e LL‘\Liz) pr/(/D"i)

Erc (Pulpy =0 5 Lezy Mg -5 ) = Cpp = 4+ 3 = (Er5 DLJ@Z):CEQ)/DQ)

= My 0 pod po= My, a

Multiplica 277%2% horzepncol phic éﬁcrf/ﬁﬁ/,
Wy need oty acr %V{Zg — MU Ep Ll tive ecryption.

P = @ i = Eve (Bukea, 1y, n) = (£2,Dp) =
= (ei=na®wmodp, Dy = g” wivd p) = ¢,

, = g'wlmodp Enc (A=, iy,N, ) =CE: , D) =
=(82 = 0.-0°% wind P, D, = g‘z wmod [P = C,

By transforming mj, mz to n;, n; we obtain additively-multiplicative homomorphic encryption with respect
to my, m,, by encryption nj, n; in a standard ElIGamal encryption.

Since

ni+n, mod p= gml*gmz mod p= gm1+m2 mod (p-1) mod p,

Then

Enc(a, i1+i; mod(p-1), n1=n; mod p) = Enc(a, i1+i; mod(p-1), gmi*m2med (p-1) mod p) = ¢35 = ¢1+ ¢, mod p.

In1=10 BTC _ _
Alice Transaction - Tx Ex1=17 BTC
In2=20 BTC '
Unspent Transaction Output Ex2=23 BTC
In3=30 BTC UTxO >
In4=40 BTC
Ex3=60 BTC

Balance verification: In1+In2+1In3 +1n4 = Ex1 + Ex2 + Ex3 =
10+20 +30 +40 = 17+ 23 +60 =100
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If Incomes are encrypted

In1=g""mod p--> Enc(a,il,nl)=cInl
In2 =g mod p--> Enc(a, i1,n1) =cIn2
In2 =g mod p --> Enc(a, i1,n1) =cIn3
In4 =g mod p --> Enc(a, i1,nl) =cInd
If Expenses are encrypted

Ex1=g" mod p --> Enc(a, i1,n1) = cEx1
Ex2 =g mod p --> Enc(a, i1,n1) = cEX2
Ex3=g" mod p--> Enc(a,il,nl)=cEX3
If balance is is valid, then:

cinl *cIn2 * cIn3 * cIn4 = cEx1 * cEx2 * cEx3

cinl . .
Alice Transaction - Tx cEx1
cln2 | >
Unspent Transaction Output cEx2
cin3 UTxO
cind4
cEx3
l<— |
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