111_005 RSA-CS

Euler totient function ¢p(n): defines number of numbers z less than n that gcd(z,n)=1.
d(n) = =fy.

If n=p*q where p,q-primes then ¢(n) = ¢ = (p-1)*(g-1) = fy.

Let n=3*5=15 --> ¢(n) = p = (3-1)*(5-1) = 2*4 =8 = fy.

Euler theorem. If gcd(z,n)=1 then >> p=§;
>> =5;
z°=1modn et
n=15
. >>7=2;
%ﬂpfg/;ﬁ fp EM&'L MW >> mod_exp(2,8,n)
EXOpenits are cotiprling ans =1
>>mod_exp(2,16,n)
M&ﬁ/ ?v ans=1
>> mod_exp(2,32,n)
ans=1
>> mod(8,8)
ans=0
>> mod(16,8)
ans=0
>> p=genprime(14) Exponents of numbers in Z, are computed
p = 12409 mod ¢.
>> dec2bin(p) >> fy=(p-1)*(g-1)
ans =11 00000111 1001 fy = 148374864
>> g=genprime(14) >>m=1234567
q=11959 >>e=2716+1
>> dec2bin(q) e =65537 % e computation according to
ans=10111010110111 % RSA standard
>>n=p*q >> isprime(e)
n = 148399231 ans=1
>> dec2bin(n) >> gcd(e,fy)
ans =1000 1101 1000 0110 0100 0111 >>f111 ans=1
>> factor(n) = 11959 12409 >> d=mulinv(e,fy)

ad = e m&ﬂ¢:bd€m:90/¢"€ o i wmad @ =4
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Asymmetric Encryption - Decryption Asymmetric Signing - Verification

c=Enc(PuKxs, m) S=Sign(PrKa, m)
m=Dec(PrKj, c) V=Ver(PuKs,, m, s), Ve{True, False} = {1, 0}
- Bob : serder Alice : sehdler (V¥ S>
LR
Hello (: )_—LHJJ Hello : .,.,h
Alice! | ENCrypt Bob l l o -
Alice's Alice's
+ public key { B private key
6EB69570 [ m
08E03CE D} ¢ BB aeasosrs g} S
Alice: receifer Bob: rmmtr
Hello ‘/h Hello : A’@_—Ln_l"
Alicet | PeeYPY T Bob ﬂ Alice's
m private key public key
Em;ry/zﬁomg c = mempdh >> m=111222
) o m =111222
Dééfﬂhfl/ﬂm L med n = >> c=mod_exp(m,e,n)
eyd A ed modd ¢ = 40923014
= (VV) ) yod 1N = M npedh = >> mm=mod_exp(c,d,n)
— mt ed 1 2225 — m mm = 111222
o . o d A B
§¢§nm/¢j DS =m T vned h >> s=mod_exp(m,d,n)
. ( e s = 2893859
VW#LW:Z‘VDV) V=5 dV)/Wﬂl V;{‘Z >>v=mod_exp(s,e,n)
o -
_ (md)émﬂﬂ/m:_ e m a, _ v=111222

rm< N

— m* wod n m [ RsA signaZuee with message

Féml/ély,

To acpizve semm‘z‘(y everypl G- Yﬁw pladize s wied

to resigt Ogaipst v calld Chosep Cipherlek? Altack - CCA.

ﬁ . PMKA:(VNQ); PrV\A:O/; 33." >> pl=genprime(14)
M- messoage 1o be cen? 2o PMKE;{VQ.)Q) Ei ;fzggtgnprime(m)

4. Enc (Eym)=¢c, l,=d, 3710503

>>nl=pl*al
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Wi, =y

R 4 Verifies sgpaturne
5, onn Cy
Veer ([l 54) = Cy
\/é{»( CySu)=¢Cy
2. Derypls ciphertect ¢,
Dec(Pritg, ) =m
Dec (A 304) =m

To be oy ﬁwwwf a’wtrémj exetoige s Evctieze.

PR
—_—

PMKB ijjed
r~— rendi (Z),)
Moshing : masl =(r%% m

T[ w_l>m0d VM] © 5 modn, =

—

- e — e s e vesag R\ 14?"4_[ >> gl=genprime|.i14)

gl =10513
>>nl=pl*ql
nl=104593837

>> fyl=(p1-1)*(g1-1)
fyl = 104573376

e = 65537

>> d1=mulinv(e,fy1)
d1=18263681

M&?/M/iwg with B A+ bbind y‘gm&z‘iﬂk@
\7[2"’ wonr7 +o wilhdraw MVMég Aot m Lrow, Bapk @

(ﬂ/i 5 /V)Qﬁl() S =

PMKE: <m4} Q)
Prtz(g: ﬂ{//

\

= Q’ve‘ W))di wed Ny =

’(W@li di) (lef?:

=1
:Wmd‘wwd Ng= 3

et (Pl S, ) = M,
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