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2022 will be the year of adjusting to new realities according to The Economist's The World

2022 will be the year of adjusting to new realities according to The Economist's
The World Ahead 2022

From <https://www.prnewswire.com/news-releases/2022

lities-according-to-the-ec Id-ahead-2022-301419393.html>

Audrey Tang Majum  Alwelwel The e
: The ; Democracy and technotogy China and ¢ chang Artand capitalism Economist TS i
Economist Francis Fakuyama v Sahin Tored Cyril Ramaphosa
nerica’s purpose nding vaccine apa

s UperSebindOriem Tured: o Ramaphons
Namerica purpese Whitsaeutiocmaa Endiag vaccin spanheid
mENA Ending ne apanbesd
15
L N
v 7
N7

What's nes

THE WORL

ooy

WV

https://coinmarketcap.com/

Lol
Bitcoin - BTC https://bitcoin.org/en/ > L 3/

v
Ethereum - ETH https://ethereum.org/

St [Jq/f/ﬂﬂﬁs

Monero

$
Qm

https://www.getmonero.org/

ONERO

Cryptology: Information confidentiality, authenticity, integrity and authority (person identification).
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The simplest dartboard example representing universal set
U with the set A included inside.

If the target A is hit by missile then the outcome is logical
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Venn diagram of A@B operation. Venn diagram of A&B operation.

111_002 Algebraic_Structures-2 Page 3



T, orithmetics ;

Loz =K, =40 4,2y
g, ,,,}3;44&/&/3 =0

QZ:{ 9, 3/ é/
(Lu=44, 4, 7 10, - V) mod 3 =14
=12 5, & 1 Y wed 2 =2
of = g;o U OZgi (/JBZ , JB&, &;1/ Q;z' é‘lré Wf {
witet secTing

., 5 a Fong with aﬂﬁmi’zb%$
a @b =c €L

jo’a,bégfm :
O modnlo = o € T,y (7m0

oa+b = ¢ vod 1

ad-b =d wodn

Opuzation propess fves .
@7 b)) wadu :(Qmﬂafh + b VVYW/V’) wpd 1)

(@ - b) modn = (@wadn « b wadn) wodv
(6-b) wod = a-b, e azb
d+h-b, jer oL b

For gvenb €., . Fiud : —b € Za
-b modh = (0% b)uwdvi= (p-b) wad n

Adolit-ive Cy nepTnel _ Evvodn =1n—-b [ OVZZUZJ

N Y/

>>p=11

111_002 Algebraic_Structures-2 Page 4

= -

. _b-(—(—b):@é Q”M

b

eeewmendt $v b
b+(-b) = b+n-b =K-EKE+n =1 wodu =0,
D&Mﬂ%f of v the gpeeatllion

jm ﬂﬂiﬁVWgT{/é [N« ) zmod n =< ::{“f, 1,2) very V)——g(?(
n

F e 2 e et
\L Tvorse opwat.

(GR Os) wod v = QM'S aod
@rv)s VVWC/ n = a"“s mﬂﬂ/V) } ,:Jf_:} Tz g)(WWz% VW%/A
Wm/m'fgy/ Z//L%ﬁf’mf%
Lol = p =7
The, L, =L0,42,3, __, 70}
- Cmand L r



e A R e it A

;>=p1=111 MWMW g}/yﬁWf' ¥M47L[ﬂw .

>> 325 @_,./N 0
a =a5 Q ? V)/)ﬁﬂ/ P }O v Z ’
>>b=9

- >> 0= mat. axp (35% 5 P)

>> aadb=a+b

aadb =14 >>mod_exp(2,3,7)
>> aadbp=mod(a+b,p) ans=1
aadbp =3

>> amubp=mod(a*b,p) We M/ﬂa /Zﬂ// Wlﬂ /Mfﬁér‘é a% 28 A&fé

amubp =1

>>a=23 N 2 T
2=23 e
>> b=16 = 2,500 ¢h
>> n=int64(2/28-1)
n = 268435455
1 X )
I\ | [ [ ’y “ [\ :l \“ 'I
>> pi NN
ans = 3.1416 osfl | | i A
>> xrange=16*pi 1‘ » ’ " | | | |
xrange = 50.265 EliaRiBIRLOARPL
>> step=xrange/128 or | | \‘ || ’) “ 488 '| || “ T
step = 0.3927 L[ || ]| bt | |
>> x=0:step:xrange; PR “ |1 “ | | [
>> y=sin(x); NI ‘i‘ BT ||I |
>> comet(x,y) L‘ “w | ’,‘ ',} i 4 |
B y ‘ y /
0 10 20 30 40 50
>> p=127 20} \ \ ‘ i “ | ' [’
>>_g—23 hl‘) "" \\ ‘ , ‘ ﬁ‘ H i H ‘ '
g_23 80 HIl| J I ‘ wl l }‘ ’ ‘ 'li l ‘ |,'
>> x=0:p-1; (1 NI il | }' I it
>>a=mod_expv(g,x,p) oo N ) ali H A Al l'.t | "
[ | |
i !\

>> comet(x,a) | | i

aotf ||l
|
’ ' |
20 ff ’

111_002 Algebraic_Structures-2 Page 5



OWr
One - M/ﬂ/(L( - %W&f/W ' Diserete EX/VOWf Fuvction, (DEE)

s A wm/‘é&fw‘z/@/ CﬂM/F)
1) % is cary to compute a= g wod p, whes

Ly G, P oarne given,

Z) 7 ois [V;%M/ﬁﬂ(/& Zv c%tnﬂ/ any X W;@%M/%ﬁﬁg
conditiovr  Q :gx el p whet
a}g} p @ ?Vﬂﬁ,

D theorerr J% /Q&Mﬁ/ﬂ yoazilor peinabere gentieacteo s
oxist —P PWFs exist G- vise vewsa/

T this place

Let we have any set G (not necessary finite) consisting of the elements of any nature, i.e.

G={a, b,c, ...,z ...}.

1. Definition. A set G is an algebraic group if it is equipped with a binary
operation e that satisfies four axioms:

. Operation e is closed in the set; for all a, b, there exists unique ¢ in G such that aeb=c.

. Operation e is associative; for all a, b, ¢ in G: (aeb)ec=ae(bec).

3. Group G has an neutral element abstractly we denote by e such that aee=eea.

. Any element a in G has its inverse a'! with respect to e operation such that aea'= a-lea=e.

For curiosity, can be said that group axioms seems very simple but groups and their
mappings describes a very deep and fundamental phenomena in physics and other
sciences. Among these mappings a special importance have mappings preserving
operations from one group to another called isomorphisms, or homomorphisms and
morphisms in general. Isomorphisms have a great importance in cryptography to realize a
secure confidential cloud computing. It is named as computation with encrypted data.
The systems having a homomorphic property are named as homomaorphic cryptographic
systems. They are under the development and are very useful in creation of secure e-
voting systems, confidential transactions in blockchain and etc. We do not present there
the construction of these systems and postpone it to the further issues of BOCTII, say in
BOCTII.2. There we present one very important isomorphism example later when
consider so called discrete exponent function (DEF).
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C.5.3 Finding generators. ¥ Y
We have to look inside Zp* and find a generator. How? OYP - (‘{l 2) 3 y ooy P '1}) r /VZZD d
Even if we have a candidate, how do we test it?

The condition is that <g> = G which would take |G| steps to check: p~22048 --> |G| ~2204,

In fact, finding a generator given p is in general a hard problem.

We can exploit the particular prime numbers names as strong primes.
If p is prime and p=2q+1 with g prime then p is a strong prime.

Note that the order of the group Zp* is p-1=2q, i.e. |Zp*|
rime where g = (p-1)/2i

rime, then g in Zp* is a generator of Zp* .

1 mod p andM
Testing whether g is a generator is easy given strong prime p.
Now, given p=2q+1, the generator can be found by randomly generation numbers g<p and verifying
two relations.The probability to find a generator is ~0.4.

111_002 Algebraic_Structures-2 Page 8



How to fing more generators when g one is found?
Fact C.24. If g is a generator and i is not divisible by g and 2 then ¢’ is a generator as well, i.e.
If g is a generator and gcd(i,g)=1 and gcd(i,2)=1, then g'is a generator as well.

T2. Fermat (little)Theorem. If p is prime, then [Sakalauskas at al. ]

zPl=1modp

How to find inverse element to z mod n?
>> mulinv(z,n)

Inverse elements in the Group of integers <z, ® mod p> can be found using either
Extended Euclidean algorithm or Fermat theorem, or ...
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