111_013_DEF-Homomophism.EIG-Enc

During the exam you must solve the following 5 problems.
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And answer to 2 questions from the declared list.

DEF-Homomophism. EIG-Enc

Compatibility relations of modular arithmetic:
(@a+b)mod p =(amod p +b mod p) mod p.

(@ * b) mod p =((a mod p) * (b mod p)) mod p.
a’” mod p = (a mod p)” mod p.

Fermat little theorem: If p is prime, then for any integer a holds a” = a mod p.

1. We may assume that aisintherange0<a<p - 1.

This is a simple consequence of the laws of modular arithmetic; we are simply saying that we may first
reduce a modulo p since

a” mod p = ((a)mod p)” mod p.

1. It suffices to prove that foraintherange 1 <a<p

a’=amodp /ﬁyi Mpﬁf/?
ofat = 0.a% niwdp
< @ < P Qfﬂt =/ WV%/’ a=af! =1 mod p.

Indeed, if the previous assertion holds for such a, multiplying both sides by a yields the original form of
the theorem.

Computation of exponents mod (p-1):
s med (p —)

€ = xh+r — 2 Wmf/;
2% = ek @ g% =4 ok p 0= p-1
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https://en.wikipedia.org/wiki/Modular_arithmetic

a? mod p = a*™°4-1) mod p.

>> p=genstrongprime(28) // strong prime number generation

p =215393099 // p - is strong prime iff p=2*q+1, when q is also prime: q=(p-1)/2

>>qg=(p-1)/2

q =107696549
// finding a generator g: g - is a generator in Z,* = {1, 2, 3, ..., p-1} *mod p
/]iffgi=/=1&g?>=/=1

>>g=2

g=2

>>mod_exp(g,q,p)

ans = 215393098

>>mod_exp(g,2,p)

ans =4 // g=2 is a generator

< =(<h+ 1) 24 (p-1): & modp =g ™ mod p.

>> x=int64(randi(p-1))

x = 169506978
>>a=mod_exp(g,x,p)
a=99428799

>> con=concat('hello bob',a)
con = hello bob99428799
>> h=hd28(con)

h =252819993

>> r=int64(randi(p-1))
r=96513791

>> s=int64(x*h+r)

s =42854753087924945
>>smodpml=mod(s,p-1)
smodpm1 = 150400265

>>g s=mod_exp(g,s,p)

g 5s=162111969

>>g smodpml=mod_exp(g,smodpm1,p)
g smodpml =162111969

DEF homomorphism

op(xy = & ;| exp: R =P |  o=2¥ -

JC/
xeR —e R

5Kf7(}[.i+'%2> :®C)44_ {-)427:_ 2&06%2 — QX/’)O(¢J‘6X/9(X2)

Adﬂ/z’?ﬁ%@%a — wullip Lrative Lownon o Bl .
Swe [ e 1—tp-L, Then it is Z%Wr/k/z"swn,

DEF (X) = Cér?X Mﬂpﬁf/?/' P —(gfrﬂmg)ﬁﬁ“we
(zr? vga//zzwfpr 7% CZZ’f::{/,z, 5/ ey f):f}
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Xe TLp-a=40,4,22, , p-2Y;+rwd(p-L), ¥ rod(p —1), = red(p)
|Lpodl = p-s RLCLED)

DEF (1) =a € =44,2.2,.-.) P~L D xnd p, Jrecdp
Ll = pot = | &

i i i xeZy, aeZy”

DEF _reallzgs the followmg mapping DEF: Zp1 --> Zp* P L mod 11 Py ———
DEF is defined by Public Parameters: PP = (p, g) i . :

DEFgp(x) = g*mod p = a. 7= 7mod 11
| 7 =5med 11 2 3
7'=2 mod 11 3 4
7'=3 mod 11 4 5
*= 10 mod 11 5 6
°— 4 mod 11 6 7
7" =6 mod 11 7 8
7°= 9 mod 11 8 9
7’ =8 mod 11 9 10

Q‘L—k%z 14406/[/)«:()
PEF gt = g : rodp = Q% 7 mod p =

(@ * b) mod p =((a mod p) * (b mod p)) mod p.

:((g)&& mﬂ&/j?} - (gxamﬂdpjj //Mﬂo//g = DEF(K{) - D Er[(/\”z)
AdDliti el — vnulbip bicative Loueon 0 leise
Sue [F is 1—tp-L, Then it ls Z%Wr/%/fsw//,
ElGamal Encryption-Decryption

Public Parameters generation PP = (p, g).

Asymmetric Signing - Verification Asymmetric Encryption - Decryption
Sign(PrKa, h) =G =(r, s) c=Enc(Puk,, m)
V=Ver(PuKy, h, G), Ve{True, False} = {1, 0} m=Dec(PrK,, )
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private key m public key
r m<p [6EB6957 E}c E
o . } G 08EO03CE4 & D
Bob Alice
l PuKr=a PrKa = x
81 [y 1+~ Q= el =
Verify < Decrypt
Bob Alice's Alice! g Alice's
public key private key

ElGamal Cryptosystem

1.Public Parameters generation PP = (p, 0).

Generate strong prime number p: >> p=genstrongprime(28) % strong prime of 28 bit length

Find a generator g in Z,*={1, 2, 3, ..., p-1} using condition.

Strong prime p=2q+1, where q is prime, then g is a generator of Zp* . 5> 2728-1

g?+ 1 mod p and g%+ 1 mod p. ans = 2.68446+08

Declare Public Parameters to the network PP = (p, 9); P=268435019; 0=2; .. inte4(228-1)
21"28-1= 268,435,455 ans = 268435455

PrK = x <-- randi(Z,*) ==>PuK=a=g*mod p

Asymmetric Encryption-Decryption: ElI-Gamal Encryption-Decryption
p=268435019; 0=2;

Let message m~ needs to be encrypted, then it must be encoded in decimal number m: 1<m < p.
E.g. m=111222. Then m mod p = m.

g;: inﬂ 2.2, —"7[9'{}} XW’W{[O

N ks = O [ s able v e,mr%hf
m 2o 10 m <

B (= ravd, ({Z::)

E = m',a‘.mpdp C:(E,D) \ﬁ;gaz&'évdary/&?
’D:gé M”QIF C:(E,:D) Mmg /;,e/—ﬁf[(A:X,
~ VV)Q/( - > X=
- Vo (p-0) = 0 - x)mord (p ~1)- £ DT Do p 2
—(p=1~ %) modl (p-1) 2 E-D pmadp =m et
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= Ay ((p-L) =W T A med (7 ) T _y ﬁd [ x =123
— s — — 2, e D Ty =w >> pp=127
__(P—/_/ x) n/mo/(p 1) £ P pp = 127

. < _ _ >> isprime(pp)
@_¢> wiod (p-1) =0k sivice —Z f (_,g_i ans = 1

>> mx=mod(-x,pp-1)
mx =3
>> mod(x+mx,pp-1)

(- £ ) mod Q% i>: (P*i“%)
D ot (-9 = DT piod (p-1)
>> D owmy = mﬁd/@(f@; p-1-xyp)

D® mod p computation using Fermat theorem:
If p is prime, then for any integer @ in Z,* holds a*? =1 mod p.

D= fwdp AT

DF-io:D—x:j.D‘XVWW/P :—’P(Dp‘i X[~— D—X W%p
B el p = DI odp

(gtrrecTness . '
_Enc(P(/LKA:C?,[ m):C:(f D):(E:W'QLMMP;D:'?LMMP)

7ec(Pr9<A—X C) =F-D Wﬁp/,D, yy)a(g) wiod p =
N m(g' ) g’ X: m- 9 g'l{ wi - 9 mpa/p:M'g«aMﬂdP:

= m-1 mod P= m wad D=y = 111222

Supmce W7 L
P QF pi
25 5

4§ m>p - W wodp £y 27 wod 5 =B+ 27, ASCULL RbiEs per dian

jcé WM< p — Wzmm/p = 45;4/;0@’31;49’, 2?3:2540/4%

(Dedfy/%\/ﬂw is corpe t ;7/ wr < p,

Homomorphic Encryption

Ledt vy cnd WL, heve 4o be @MC/“GW:??&/

Epc (FuKy=a,40, m1) = ¢4 = (B¢, Du) = (B4= %0 Mmfp,)éf g Wﬂd/v)
Epe (A= 9, &y, M) = co = (B2, D2)=(E,= M0 Ppacd Py Bo= 9 “pprd p)
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Cio = ¢4 = (Ee D) (B2 D)= (EqvB2 ,D,°0, )= (Erz 5 D12 ) modp

Egn =trg-myQ Q"2 mpdp = - 07, a@*bz)M%/(/’}Qo ap =

= Wy -m, 0 wodl p = W, a'* wod [2

Diz = DD = @487 popd p = 472 yp =8 od o
Wl = e ?75 mﬂa/[?
Z/lZ - @4(_'(’(12) Wpﬁ/(/?'—i)
EV?C (P(’fKA:a 9 £427 mi ° Ml) = C{Z = Cyq 0 2, :(E(cEZ) DL”7)2):<E[2)@{2)

Multoyplica {7%@5{( ho reconcolphic ercryy7iag.
Wg need oty oot %Vgég — MU ECtp e tive encryption.

g mpﬂ/[? Eve (Wlza , iy, n ) =(Fe, D) =
:’(E_{: 0 -a” Mﬂ&f}?) Dy = gﬂ"’ maﬁ/P)

WZ :ngmodP E}’)C(PVKZQ)0'29/)2_):(52)DZ):
=(82= 0202 wd P D2 = G2 ot o,

By transforming m1, m; to ny, n; we obtain additively homomorphic encryption with respect to my, m,,
by encryption ny, nz in a standard way.

Since

ni+n, mod p= gml*gmz mod p= gm1+m2 mod (p-1) mod p,

Then

Enc(a, i1+i; mod(p-1), n1*n; mod p) = Enc(a, i1+i; mod(p-1), gmi*m2mod (1) mod p) = ¢12 = ¢1+ ¢; mod p.

111_013_DEF-Homomophism.EIG-Enc Page 6



